C KakXabIM TroOM MOMOAEXN B WHTEPHETE CTAHOBUTLCA 6Onblle, a
LUKO/MIbHUKN OAHW M3 CaMbIX aKTMBHbIX MONb3oBaTeneli PyHeTa. Mexay Tem,
MOMUMO OFPOMHOFO KO/IMYECTBA BO3MOXKHOCTEN, WHTEPHET HECET W MPOBEMbI.
9STa NamsiTKa I0/KHA MOMOoYb Tebe 6e30MacHO HaX0ANTLCS B CETU.

KoMmnbroTepHbie BUPYChI

KOMMbIOTEPHbIA BUPYC - 3TO Pa3HOBWUAHOCTb KOMMbIOTEPHBLIX MPOrpamm,
OTNYMTENbHOI 0COBEHHOCTBIO KOTOPOI SIBNSIETCS CMNOCOBHOCTb K Pa3MHOXEHNIO.
B [0M0NHeHNe K 3TOMY, BUPYCbl MOTYT MOBPEAUTb WA MOMHOCTLIO YHUUTOXNTb
BCe (haii/ibl U AaHHbIE, NMOAKOHTPO/bHbIE NOMb30BATENO, OT UMEHM KOTOPOrO GbiNa
3anylleHa 3apakeHHas nporpamma, a TakXKe MOBPEAUTb MMM AaXKe YHUUTOXUTb
OMnepaLMoHHYH CUCTEMY CO BCEMM (haiifiaMu B LieNoM. B GOMbLUMHCTBE CyyaeB
PACMpPOCTPaHAIOTCA BUPYChl Yepe3 MHTEPHET.

MeToab! 3alyThl OT BPEAOHOCHBIX NPOrpaMm:

1. |/|CI'IOI'Ib3yI7I COBPEMEHHbLIE OonepaynoHHbIE CUCTEMBI, UMEKOLLNE CprEBHbIVI
YPOBEHbL 3allNTbl OT BPEAOHOCHbLIX MPOrpamMm;

2. TIOCTOSIHHO YycTaHaBnMBal nMaytu (UMGPOBLIE 3aniaTku, KOTopble
aBTOMATMYeCKN YCTaHaB/MBAKOTCA C LENbH A0opaboTKM Mnporpammbl) U apyrue
OGHOB/IEHNSI  CBOEM  OMepauyoHHON cucTeMbl. CkaumBail WX TOMbKO C
ouymanbHoro cavta paspabotumka OC. ECM  CYLLECTBYET  PeXUM
aBTOMATMYECKOr0 0GHOBNEHUSA, BK/IOUW ErO;

3. Pabotali Ha CBOEM KOMMbKOTEPE MNOJ MpaBamy MNOMb30BaTENs, a He
afMUHUCTpaTopa. 3TO He MNO3BOANT OONbLUMHCTBY BPeLOHOCHLIX MPOrpaMm
WNHCTaNIMpOoBaThCA Ha TBOEM MEPCOHa/IbHOM KOMIMbIOTEPE;

4. cnonb3yin  aHTMBMPYCHble MpOrpamMmMHble  MPOAYKTbI  M3BECTHbIX
NMPon3BOANTENEN, C aBTOMATUYECKM 0BHOBNEHNEM 6a3;

5. OrpaHnyb GU3NYECKNIA OCTYN K KOMMbIOTEPY A1 NOCTOPOHHUX ML,

6. Mcnonb3yli BHELLHWE HOCUTENN MHGOPMAaLIMK, Takue Kak teLlka, AMCK
nnn aiin n3 MHTEPHeTa, TONMbKO 13 NPOBEPEHHbIX NCTOYHMKOB;

7. He oTKpbiBali KOMMbOTEPHble haiifbl, MOMYYEHHbIE W3 HEHAAEXHbIX
MCTOYHMKOB. [laxe Te (aiinbl, KOTOPblE NPUCAAN TBON 3HAKOMbINA. Jlyulle YTOUYHU
Y HEro, OTNpaBNsn in OH Tebe KX.

Cerun WI-FI

Wi-Fi - 3T0 He BMA nepefaym LaHHbIX, He TEXHOMOINSA, a BCero Nnb 6peHs,
mapka. Ewe B 1991 rogy HuAepnaHAckas KOMMaHWA 3aperucrpuposasna bpeHp,



"WECA", 4to o0603Ha4yano cnosocouvetaHne "Wireless Fidelity”, KoTOpbIi
NepeBOAMTCA Kak "6ecrnpoBogHast TOYHOCTbL".

[l0 Hawlero BpemeHun fowuna gpyras abopesuaTtypa, Kotopas SBNSETCA TaKou
Xe TexHonoruven. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHWe OblN0 AaHO C
HaMeKOM Ha CTaHAapT BbICLUeW 3BYKOBOM TexHUKM Hi-Fi, 4yTto B nepesoje
O3HayaeT "BbICOKasa TOUHOCTL".

[a, 6ecnnaTHbIii MHTEPHET-AOCTYN B Kade, OTENsSX U asporopTax sABMSeTCs
OT/IMYHOM BO3MOXXHOCTbIO BbIXOAA B MHTEPHET. HO MHOrMe 3KcrepTbl CUUTALOT,
yTo 06LLeaoCcTYNHble Wi-Fi ceTu He ABnatoTcs 6e30nacHbIMM.

CoBeTbl M0 6e30MacHOCTM pPaboThbl B 06LLEA0CTYMHbIX ceTax Wi-fi:

1. He nepepasaii CBOKO NIMYHYO MH(opMaLmMio Yepe3 obenocTynHble Wi-Fi
ceTW. PaboTas B HUX, XenaTeslbHO He BBOAWTbL Maposv AOCTyna, NOrUHbI U Kakue-
TO HOMepa;

2. icnonb3yih n 06HOBNSA aHTUBUPYCHbIE NporpamMmmbl U 6paHamayep. Tem
caMbIM Tbl 06e30nacuLLb cebsi OT 3aKayuku BUpYyca Ha TBOE YCTPOMCTBO;

3. Mpu ncnonb3osaHmn Wi-Fi oTKnoumn gyHkumio "O6LwmiA focTyn K gainnam
N npuHTepam”. [daHHas (hyHKUMA 3aKpbiTa MO YMOSYaHWIO, OHAKO HEKOTOpble
Mnonb30BaTe/In aKTUBMPYIOT ee Ans ya06CcTBa UCNOb30BaHMA B paboTe Unn y4yebe;

4. He wucnonb3yin ny6nuuHbidi WI-FI ans nepefayuv NUYHbIX [aHHBbIX,
Hanpumep 414 BbIX04a B COLMAIbHbIE CETU U B 3N1IEKTPOHHYIO MOYTY;

5. Ncnonb3yil TONbKO 3aluLLeHHoe coeanHeHne Yepe3 HTTPS, a He HTTP,
T.e. Npn Habope Beb-agpeca BBOAM UMeHHO "https://™;

6. B mobunbHoM TeneoHe oTKMouUM yHKUMO "TMogkntoyeHne K Wi-Fi
aBTOMaTnyeckn". He [ornyckail aBTOMaTtuMyecKoro noAkIHYeHNs YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

CouunajabHble CeTH

CoumasnibHble CET aKTUBHO BXOAAT B HaLLy XXM3Hb, MHOTMe N0A4M paboTatoT v
XXVMBYT TaM MOCTOSIHHO, a B Facebook y)xe 3apermctpupoBaH MUNNapL YenoBek,
YTO SIBNSIETCSA OAHOIN CeAbMOI BCEX XXUTeNen nnaHeTbl. MHOrMe nonb30BaTeNN He
MOHMMAIOT, UTO MH(OPMaLMs, pasMeLLeHHas MU B COLMa/IbHbIX CETSX, MOXET
ObITb HalfeHa M WMCNoNb3oBaHa KeM YrofHO, B TOM 4ucCne He 06s3aTeNbHO C
6naruMm HaMepPEHUAMN.

OCHOBHble COBEeTbI MO 6e30MacHOCTA B coynasibHbIX CETAX:

1. OrpaHunyb CNNCOK Apy3eid. Y Tebsi B APY3bSX HE A0/MKHO ObITb CyYaiiHbIX
11 HE3HAKOMbIX NOAEN;



2. 3almiLiar CBOK YaCTHYHO XXM3Hb. He yKasbiBai naponu, TeneoHbl, apeca,
[aTy TBOEro POXAEHUA W APYryk NIMYHYK0 WMH(OPMAaUUIO. 3/10YMbILLIEHHNKN
MOTyT WCMOMb30BaTb [aXe MWHGopMauuMo O TOM, KaK Tbl M TBOW POAMTENN
NNaHUpyeTe NPOBECTU KaHWNKY/bI;

3. 3almLLait CBOKO penyTaLuio - AePXKN ee B YACTOTe M 3aaaBali cebe BOMpoc:
X0Ten Obl Tbl, YTOObI [pyrve MOMb30BaTeNM BWUAENMW, YTO Thl 3arpyxxaellb?
Moaymaid, Npexae Yem YTO-To ONy6/IMKOBATb, HAaNMUcaTb U 3arpy3uTh;

4. Ecnun Tbl roBopuLlb C NHOABMW, KOTOPbLIX He 3Haellb, He UCMOMb3Yyil CBOE
peasibHOE MMSA U APYTYH NIMYHYIO0 UHQOPMaLUN: UMS, MECTO XXUTENbCTBA, MECTO
yuebbl 1 NPOYEE;

5. N36eraii pasmelleHust poTorpadmii B VIHTEpHeTE, rae Tbl U300paXkeH Ha
MECTHOCTW, MO KOTOPOV MOXHO OMNpee/ITb TBOe MECTOMOIOXKEHWE;

6. lNpu peructpaumMm B coUMaNbHOW CETU HeobXoAMMO WCMOo/b30BaTb
C/IOXHbIe Naponn, CocTosAwme U3 BYKB 1 LAMP M C KOIMYECTBOM 3HAKOB He MeHee
8;

7. Ons  couuanbHOW CeTW, Mo4yTbl WU [PYrnx CainToB HEOOXOAMMO
CMO/b30BaTh pPasHble Naposn. Toraa ecnum Tebs B3IOMatoT, TO 3/10YMbILLIIEHHWKN
nonyyat JOCTYN TONbKO K 0O[JHOMY MECTY, a He BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

ONEKTPOHHbIE AEHbIN - 3TO OYEHb YAOOHbLIA CMNOCO6 MnaTexein, OAHaKO
CYLLIECTBYHOT MOLLEHHWUKWN, KOTOPbIE XOTAT NOAYUNUTb 3TU AEHBIN.

3]'IeKTp0HHbIe JeHbI'n nosaBuniancb coecemM HegaBHO U UMEHHO MN3-3a 3TOI0 BO
MHOTMUX rocyaapcCrBax A0 CUX MOP HE NpPonmncaHo rNMpo HMX B 3aKOHaxX.

B Poccum yke OHU PYHKLUMOHMPYHOT U 0 HUX Y)Ke MPOMMCaHO B 3aKOHe, Fae X
Pa3aenstoT Ha HECKOMbKO BUAOB - aHOHUMHbIE Y HE aHOHWMHbIE. Pa3HuLia B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLLaeTcs MPoBOAMTb orepauun 6e3
NAEHTU(NKALMN NOMNb30BaTENS, a B HEAHOHUMHbIX UAEHTU(MKALUA NONb30BaTENS
ABNSETCA 00513aTENbHON.

Takke crefyeT pasiMyatb  9M1eKTPOHHble  (maTHble fAeHbr  (PaBHbl
rocyflapCTBeHHbIM Ba/lt0TaM) W 3MEKTPOHHble He(maTHble [eHbru (He paBHbI
rocyaapCTBEHHbIM Ba/llOTaM).

OCHOBHbIe COBETbI N0 6e30MacHOl paboTe C 3MNEKTPOHHbIMW JeHbramMu:

1. TIpUBSXM K CHETY MOOW/bHBIA TeneoH. 3TO caMblil YA06HbIA 1 ObICTPbIN
CrMoco6 BOCCTaHOBUTL AOCTYN K cyeTy. [NpuBs3aHHbIA Teled)OH MOMOXKET, eCc/u



3abyfellb CBOW NMaTeXHbld Mapofib WAM 3aifellb Ha CalT C HEe3HaKoMOro
YCTPOWCTBA;

2. Wcnonb3yih ofHOpasoBble naponu. [llocne nepexofa Ha YCWUNEHHYHO
aBTOpM3aunio Tebe yXke He OyAeT yrpoXkaTb OMacHOCTb KPaXXu WKW nepexsarta
N1aTeXXHOro napons;

3. Bbibepn cnoxHblii naposnb. pecTynHukam 6yaeT He MNPOCTO YyradaTb
C/TOXKHBI Naposb. HafeXXHble nNaponn - 3To Naposiv, KOTOpble COAEPXaT He MeHee
8 3HaKOB WM BKIHOYAOT B CebA CTPOYHblIE W MPOMMCHble OYKBbI, LM(PbI W
HECKO/IbKO CMMBO/IOB, TaKMe Kak 3HaK [o/inapa, (hyHTa, BOCK/MLUATE/bHbIN 3HaK U
T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM /IMYHbIE AaHHbIe Ha calTaxX, KOTOPbIM He [0BepseLLb.
JJIEKTPOHHAA M0YTA

ONEKTPOHHAs MoyTa - 3TO TEXHOMOIMS U NPeaocTaB/seMble el yCnyru no
Mepecblike 1 NONYYEHNHO 3NEKTPOHHbIX COOBLLIEHMIA, KOTOPbIE pacrnpeaenstoTcs B
KOMMNbIOTEPHON ceTW. OB6bIYHO 3NMEKTPOHHbIA MOYTOBbIA  SAMK  BbIrNSANT
cneytoLLMM 06pa3oM: UMsi_Monb3oBaTens@umsa_aomeHa. Takke Kpome nepeaaqn
MPOCTOro TeKCTa, MMEeeTCs BO3MOXKHOCTb NepeaaBaTh (halinbl.

OCHOBHbIE COBETbI MO 6e30MacHo paboTe € 3IEKTPOHHOI NOYTOIA:

1. Hago BbIGpaTh MpaBUbHbIA MOYTOBLIA CepBUC. B WMHTepHETe ecTb
OrPOMHbI BbIGOP GecniaTHbIX MOUYTOBbIX CEPBICOB, OJHAKO /yuLle A0BEPATh TEM,
KOro 3Haelllb U KTO NepPBbIli B PENTUHTE;

2. He ykasblBail B IMYHOW NOYTe NNYHYIO MHDopMauuio. Hanprumep, nydile
BbI6paTh "My3blKa/lbHbIN_(haHaT@" unm "pok2013™ BmecTo "Temal3"”;

3. Wcnonb3yih AByxaTanHyt aBTOpu3auMio. OTO Korga MOMUMO Naposis
HY>XHO BBOAWUTb KOf, NPUCbINaemMblil no SMS;

4. Bblbepun CNOXKHbIM Naponb. [N KaXKAoro novToBOro swmnKa Ao/mMKeH ObIiTb
CBOW Ha[leXHbII, YCTONYMBbLIV K B3/TOMY Napossb;

5. EcnM ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOM /MYHbIA BOMNPOC,
NCMONb3YN 3TY BO3MOXKHOCTb;

6. Wcnonb3yih HECKONbKO MOYTOBbIX SLWMKOB. [lepBblii AN 4acTHOWA
Mepenunckn ¢ agpecataMu, KOTOpPbIM Tbl JOBEPSELb. DTO 3MEKTPOHHbIV afpec He
HaA0 MCNONb30BaThb NPV PErncCTpaLmmn Ha hopyMax u canTax;

7. He oTKpbiBali hailnbl U Apyrue BAOXKEHMS B MUCbMaXx, AaXe eCfin OHU
NPULWAW OT TBOMX ApY3ei. Jlydlle YTOYHM Y HUX, OTNPaBAAAN NN OHU Tebe 3Tu
(hainbl;



8. lMocne OKOH4YaHMS paboTbl Ha MOYTOBOM CepBUCE Mepef 3aKPbITUEM
BKMafKM C CalTOM He 3aby/b HaXaTb Ha "BbIATi".

Kn0epOyaimHr uim BUPTYyaJbHOE U3/1€BATEJIHLCTBO

KnbepbynnuHr - npecnefoBaHMe  COOOLUEHMAMM,  COAepXKalumu
OCKOp6NeHuns, arpeccuto, 3anyrvBaHue; XY/ITaHCTBO; couymansHoe
GONKOTMPOBaHME C NMOMOLLBHO Pa3/IYHbIX MHTEPHET-CEPBMCOB.

OCHOBHbIe COBETbI N0 60pbbe C KNbepbynvHIom:

1. He 6pocaiics B 601. JTyywimnin cnocob: nocoBeToBaTbCS Kak Cebsi BECTU W,
ec/I HET TOro, K KOMy MOXHO 06paTuTbCA, TO BHa4ane YCnoKouTbcs. Ecnn Tbl
HayHeWb OTBeYaTb OCKOPOMEHUAMW Ha OCKOPOMEHWUS, TO TOMbKO elle 60/bLie
Pas’oXOKeLb KOH(/INKT;

2. YnpaBnsii cBoel KnbeppenyTaumei;

3. AHOHUMHOCTb B CeTM MHMMasA. CyLLUeCTBYHT CMnocobbl BbIACHUTb, KTO
CTOMT 38 aHOHMMHbIM aKKayHTOM,;

4. He CTOMT BECTU XyNWUTraHCKWUA 06pa3 BUPTYaNbHOM >XU3HW. WHTepHeT
(mKcpyeT BCce TBOWM [EACTBMS U COXpaHseT UX. Y[aniuTb UX OyfeT KpaiHe
3aTpYAHUTENBHO;

5. Cobntofari CBOK BUPTYa/lbHYH YECTb CMOJIOAY;

6. WrHopupyin eauHWYHbIA HeraTuB. OpAHOPa30Bble OCKOPOWTE/bHbIE
COOOLLEHMsT nydlle WUrHopupoBaTb. OObIMHO arpeccus MpekpallaeTcs Ha
HayanbHOl cTaguu;

7. BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbIMW COOGLLIEHVSMM, B
COLMa/IbHBIX CETAX E€CTb BO3MOXHOCTb O/I0KMPOBKM OTMPaBKU COOOGLLEHWIA C
onpeeneHHbIX afpecos;

8. Ecnn Tbl cBMAETENb KNGEpOynmMHra. TBOU AeCTBMS: BbICTYNUTL NPOTUB
npecnefoBaTens, MoKasaTb eMy, YTO ero AeiCTBMS OLEHMBAOTCS HeraTuBHO,
noagepXatb >KepPTBY, KOTOPOM HYy)KHA MCUXOMOrnyeckas MOMOLLb, COOOLNTD
B3POC/bIM O (haKTe arpecCMBHOIO NOBEAEHNS B CETM.

MoouabHbIi TesaedoH

CoBpeMeHHble CMapT(OHbI U NaHLLETbI COAEPXKaT B Ce6e BNOJSIHE B3POC/bIii
(YHKUMOHAN, ¥ Tenepb OHW MOTYT KOHKYpUpOBaTb CO CTaLMOHAPHbIMU
KomnbtoTepamn. OfHAKO, CPeACTB 3aLliMTbl 4718 NOA0BHbLIX YCTPOACTB NMOKa OYeHb
Mano. TecTUpoBaHWE M MOUCK YA3BMMOCTEA B HUX MPOUCXOAMT He Tak
WHTEHCKBHO, Kak ans MK, To )Ke camoe KacaeTCsi U MOOU/bHBIX MPUIOXKEHWIA.



CoBpeMeHHble MOOW/bHBIE Bpay3epbl YXKe NPaKTUYEeCKN JOMHa/IN HACTO/bHbIE
aHanorn, OAHakKo paclumpeHne (yHKUMOHana BnevyeT 3a Cco6oi  6OMbLIYHO
C/TIOXXHOCTb W MEHbLLYHO 3aLLMLLEHHOCTb.

[laneko He Bce NPOM3BOAUTENM BbIMYCKAlOT OGHOBMEHUS, 3aKpblBatoLLME
KPUTUYECKIME YS3BUMOCTM A/1S CBOMX YCTPOMCTB.

OCHOBHble COBETbI 419 6€30MacHOCTX MOBUILHOIO TenlethoHa:

Huyero He sIBNSIETCS NO-HACTOsILLEMY GecnnaTHbIM. Byab OCTOPOXEH, Befb
Koraa Tebe npeanararoT 6ecnniaTHbliA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKue-
TO NNaTHble YCNYru;

Lymaii, npexae yem otnpaButb SMS, hoTo MK BUAEO. Thl TOYHO 3HAELLb,
rfe OHV BYayT B KOHEYHOM UTOre?

Heo6x0/1IMO 0GHOB/IATH OMEPaLMOHHYHO CUCTEMY TBOETO CMapT(OHa;
cnonb3yil aHTUBMPYCHble NPOrpamMMbl 411 MOGUIbHBIX TeNetoHOB;

He 3arpyxali nNpunoXeHust oT HEM3BECTHOrO WCTOYHMKA, Befb OHWM MOTyT
coaepXkaTb BpejoHOCHOe NPOrpaMMHOE 06ecrneyeHme;

Mocne TOro Kak Tbl Bblilfellb C caliTa, A€ BBOAU NINYHYKO MHGOPMALMIO,
3alian B HaCTPOWKM bpay3epa 1 yaanu cookies;

Meproanyeckn NpoBepsiid, Kakue nnaTHble YCNYr aKTMBMPOBaHbI Ha TBOEM
HOMepE;

[aBali cBoli HOMep MOGWMLHOrO TenedoHa TONMbKO NHOAAM, KOTOPbIX Thl
3Haelllb 1 KOMY 10BepsieLLb;

Bluetooth fo/mkeH ObITb BbIK/OYEH, Korga Tbl UM He nonb3yewbcs. He
3abblIBail MHOr4a NPoBePATHb 3TO.

Online urpsi

CoBpeMeHHbIe  OHMaliH-Urpbl -  3TO  KPacOuYHble, 3axXBaTblBalOLLME
pasBfieyeHnss, 0ObeAUHSIOLLME COTHM ThbICSY YeNnoBeK MO BceMy Mmupy. Wrpoku
NCCNeaytoT AaHHbIA UM MUp, 06LLAOTCA APYr C APYrOM, BbIMOMHSAKOT 3afaHus,
CpakaloTCcs C MOHCTPaMM M NOMyyalT OnbIT. 3a YA0BONMLCTBME OHWU MNATAT:
MOKYMatoT AMCK, ONayvBatoT abOHEMEHT UM NPUOBPETAIOT KaKmne-TO oML,

Bce 3TV cpeACcTBa MAYT Ha NOAJAEPXKAHWNE U Pa3BUTUE UIPbl, a TAKXKE Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbI aBTOPU3ALMN, BbIMYCKAOTCS HOBbIE
natum (UMpoBbIe 3annaTKy A1 NPorpamm), 3aKpbIBatOTCSA YS3BUMOCTY CEPBEPOB.



B nofo6HbIX Mrpax CTOMT onacaTbCsl He CTO/IbKO CBOMX COMEPHUKOB, CKOMbKO
KpaXXn TBOEro naposs, Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpM3aLymn 60MbLUIMHCTBA
urp.

OCHOBHble COBETbI MO 6€30MacHOCTN TBOEro NrpoBOIro akKkayHTa.

1. Ecnn gpyroii UrpoK BedeT cebs MNoXo WM co3aaeT Tebe HEeNpPUSTHOCTH,
3a6/I0KMPYIA ero B CMUCKE UIPOKOB;

2. Moxanyics agMUHUCTPaTOPaM Urpbl Ha NIOX0Ee NOBEAEHME 3TOro UIpokKa,
KenaTeslbHO NPUNOXWTb KaKune-To A0Ka3aTelbCTBa B BU/E CKPUHOB;

3. He yKa3blIBaii TMYHY0 MHOPMAaLMIO B Npodaiine urpbl;
4. YBaxkali Ipyryx y4aCTHUKOB MO UIpe;

5. He ycTaHaBnMBaii HeothuLIManbHbIe NaTyuy U MOfbl;

6. icnonb3yii CNoXHble 1 pasHble Naponu;

7. [axe BO BpeMsi UrPbl He CTOMT OTK/OYATb aHTMBUPYC. MoKa Tbl Urpaellb,
TBOV KOMMNbIOTEP MOTYT 3apa3unTb.

OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OGbIYHON KpaXKein feHer 1 AOKYMEHTOB CErOAHS YXKe HUKOrO He YAMBULLb, HO
C pasBUTUEM WHTEPHET-TEXHONOIMIA  3/10YMbILIEHHUKMA  NEepemMecTUINCL B
WHTEPHET, 1 NPOAO/HKAOT 3aHUMATbLCA "MOOMMbIM™ [ie/IOM.

Tak nosBuiacb HOBasA Yrposa: WHTEPHET-MOLUEHHWYeCTBa WAU  (OULLINHT,
rnaBHas Ueflb KOTOPOro COCTOUT B MOMYYEHUN KOH(UAEHUMANbHBIX OaHHbIX
Nonb3oBaTesNiei - NOrMHOB 1 Naponen. Ha aHrnuickom A3bike phishing untaeTcs
Kak duumHr (ot fishing - pbi6Has nosns, password - naposnb).

OCHOBHbIe COBETbI N0 60pbbe C YULLMHIOM:

1. Cnean 3a CBOMM akkayHTOM. ECnu Tbl MOAO3peBaellb, YTO TBOA aHKeTa
Oblla  B3/I0OMaHa, TO Heobxogumo  3abnokupoBaTb €e U CooBWUTb
aflMVUHMCTPaTOpaM pecypca 06 3TOM Kak MOXKHO CKOpeE;

2. Ncnonb3yii 6e3onacHble Be6-CaiTbl, B TOM 4MC/e, UHTEPHET-MarasmHoB 1
MOWCKOBbIX CUCTEM;

3. Wcnonb3yin cnoXxHble U pasHble naposn. Takum 06pa3om, ecnn Tebs
B3/I0MatOT, TO 3/I0YMbILEHHUKN MNOy4YaT AOCTYN TO/MbKO K OAHOMY TBOEMY
NpousIo B CETK, a HE KO BCEM;



4. Ecnn Teba B3noMann, TO HeoOXOAUMO npefynpeauTb BCEX CBOMX
3HaKOMbIX, KOTOpble A06aBneHbl Y Tebs B APY3bAX, O TOM, YTO Tebs B31OMaiun w,
BO3MOXXHO, OT TBOEro MMeHW 6y/eT pacchlnaTbCa crnam U CCbINIKM Ha (ULLNHIOBbIE
CalThl;

5. YcTaHoBM HafexXHblin naponb (PIN) Ha MO6WNbHLIA TeneqoH;
6. OTKNHOUM COXpaHeHWe napons B bpaysepe;

7. He oTkpbiBai (haiinibl U Apyrve BAOXEHUS B MUCbMaXxX, AaXe Eec/i OHK
NPULLIAM OT TBOMX ApYy3el. Jlyulle YTOYHW Y HUX, OTNPaBASAAM NN OHU Tebe 3Tn
(hainbl.

Hudgposas penyrauus

LinthpoBast penyTtaums - 3T0 HeraTuBHas UM No3MTUBHAA MH(opMaLWs B CETH
0 Tebe. KomnpomeTupytoLwas nHpopmaums, pasmeLleHHas B UHTEPHETE, MOXEeT
Cepbe3HbIM 00pa3oM OTPasUTbCA Ha TBOEW peasibHOW XU3HWU. “LindpoBas
penyTauua” - 3To TBOW UMUK, KOTOPbIA opMUPYETCS U3 UH(OopPMaLmK O Tebe B
NHTEpPHETE.

TBOe MeCTO XXUTeNbCTBA, y4ebbl, TBOE PUHAHCOBOE MO0XeEHMe, 0CO6EHHOCTH
XapaKTtepa 1 pacckasbl 0 6/IM3KMX - BCE 3TO HaKarn/mBaeTcs B CETU.

MHOrve NOAPOCTKM NErKOMbIC/IEHHO OTHOCATCA K My6/MKauuu JIMYHOI
MH(opmaLmy B VIHTEPHETE, He NMOHMMAsi BO3MOXHbIX MOCNEeACTBUIA. Thl faXe He
CMOXELLb 10rafaThCs 0 TOM, YTO hoTorpadins, pasMellleHHas 5 neT Hasaj, cTana
MPUYNHOI 0TKa3a NPUHSATL Te6s Ha paboTy.

KommeHTapun, pasmMellieHne TBOMX (poTorpadmin v apyrve AeicTBus MoryT
HE WCYEe3HYTb [aXe Moc/fe TOoro, Kak Tbl UX yAanub. Tbl He 3Haellb, KTO
COXpaHun 3Ty MWHGopMaumio, nonaia M OHa B MNOWCKOBblE CUCTEMbl U
COXpaHunacb M OHa, a rflaBHOe: YTO NoAyMaroT O Tebe OKpy>Karolme oau,
KOTOpble HalngyT 1 yBUAAT 3T0. HailTh MH(OPMaLmo MHOMO IeT CMYCTH CMOXET
NGO - KaK 13 f06PbIX MOBYKAEHWIA, TaK U C HAMEPEHUEM NPUYUHUTL Bped. ITO
MOXET ObITb KTO YrOfHO.

OCHOBHbIE COBETbI M0 3aLL1Te LIM(POBOI penyTaLuu:

1. Moagymaii, npexae Yem YTo-TO Ny6/IMKOBaTb U Nepeaasatb Yy cebsi B 6r1ore
NN B COLMANnbHOM CeTu;

2. B HacTpoikax npouns yCcTaHOBM OrpaHuWyeHWs Ha MPOCMOTP TBOEro
NponNA 1 ero COAEPXXMMOro, cAenan ero TobKo "ana apysen”;

3. He pasmewyain 1 He yKasblBall MH(OPMALMIO, KOTOpask MOXET KOro-nnbo
OCKOpPO6/1ATL UK 06MXKaTb.



ABTOpPCKOE IPaBo

COBpeMeHHble  LUKOMIbHUKW - aKTVBHble  M0/b30BaTeNM  LM(POBOro
npocTpaHcTBa. OfHAKO Aaneko He BCe 3HAKT, YTO M0/b30BaHWE MHOMMMM
BO3MOXHOCTAMW  UM(POBOro  Mupa  TpebyeT  cobnofeHus  npaB  Ha
WHTENNEKTYa/lbHYt0 COOCTBEHHOCTb.

TepMUH  "MHTeNNeKTyanbHast COBCTBEHHOCTb" OTHOCUTCSA K Pa3/IMYHbIM
TBOPEHMSAM YE/IOBEYECKOr0 YMa, HauuMHasd C HOBbIX W300PETEHMIA U 3HAKOB,
00603HayvaroLLMX COBCTBEHHOCTb Ha MPOAYKTbI WU YCNYrK, N 3aKaH4MBas KHUramu,
(hoTorpadmsamMun, KNHOUIbMaMI 1 My3blKa/ibHbIMU MPON3BEAEHUAMMN.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNEKTYa/lbHY0 COOCTBEHHOCTbL Ha
NPon3BeeHNa HayKn, MTepaTypbl U UCKYCcCTBa. ABTOPCKME MpaBa BbICTYNaloT B
KayecTBe rapaHTMM TOrO, YTO MHTENEKTYa/lbHbIN/TBOPYECKUI TPYL aBTopa He
OyfeT HanpacHbIM, [acT emy CrpaBed/iMBble BO3MOXHOCTM 3apaboTarb Ha
pesynbTatax CBOEro Tpyha, MonyynTb W3BECTHOCTb WM Mpu3HaHWe. HWKTO 6e3
paspeLleHUss aBTopa He MOXXET  BOCMPOM3BOAUTL  ero  Npou3BefeHue,
pacnpocTpaHATb, My6ANYHO [EeMOHCTPUPOBaTb, MNpoJAaBaTtb, MMMNOPTUPOBATD,
MycKaTb B MpokKat, nMy6/MYHO UCMOMHATb, MOKa3blBATL/MCMOMHATL B apupe vam
pasmMeLLatb B VIHTEpHeTeE.

cnonb3oBaHue "NUpaTckoro” NporpaMmMHOro 06ecrneyeHns MoXeT NPUBECTY
K MHOTVM PUCKaM: OT NOTEPU AaHHbIX K TBOUM aKKayHTam [0 6/TOKMPOBKW TBOETO
YCTPOIACTBa, T/l YCTAHOB/IEHA HeneranbHas nporpaMMa. He cTouT Takxke
3a0bIBaTb, YTO CYLLECTBYIOT fNerasbHble U 6GecnnaTHble MporpaMmbl, KoTopble
MOXHO HaiTh B CETW.

O noprane

CeTeBMYOK.p( - TBOI INaBHbIA COBETUMK B CETU. 3A€Ch Thbl MOXELLb Y3HATb O
6e30MacHOCTX B CETW MOHATHLIM M AOCTYMHbIM S3bIKOM, a MPY BO3HUKHOBEHMY
KPUTUYECKOW CUTyaUum 06paTUTbCA 3a COBETOM. A TaKXKe MPUHSATb yyacTue B
KOHKYpCax M CTaTb CamMbIM LGPOBbIM FPaXKaaHUHOM!



